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Abstract
This paper presents a novel approach for detecting phishing 
websites. Phishing attacks have become a serious problem for 
users of online banking and e-commerce websites. Phishing is 
a criminal mechanism employing both social engineering and 
technical subterfuge to steal consumer’s personal identity data 
and financial account credentials. Currently many techniques use 
blacklist to ignore users from navigating malicious URL’s but the 
challenge is in generating an updated blacklist dynamically and 
detecting sites efficiently by improving time with reducing number 
of accesses from databases. A proposed approach builds dynamic 
databases, improves times and detects phishing sites efficiently. 

Keywords
Phishing, Attacks, Detection, Phishing website

I. Introduction
Phishing attacks have become a serious problem for users of 
online banking and e-commerce websites. The phishing problem 
is a hard problem because of the fact that it is very easy for an 
attacker to create a fraudulent site that look like the legitimate site 
sometimes using components from the legitimate site such as logos 
and graphics, convincing people to visit fraudulent websites and 
convincing them to enter identity information such as usemames 
and passwords. It is very difficult for the victim to differentiate 
between the legitimate site and malicious site. The word phishing 
come from the phrase “website phishing” is a variation on the 
word “fishing”. The idea is that bait is thrown out with the hopes 
that a user will grab it and bite into it just like the fish. In most 
cases, bait is either an e-mail or an instant messaging site, which 
will take the user to hostile phishing websites [3].
Phishing is a criminal mechanism employing both social 
engineering and technical subterfuge to steal consumer’s personal 
identity data and financial account credentials. Social-engineering 
schemes use spoofed e-mails purporting to be from legitimate 
businesses and agencies to lead consumers to counterfeit websites 
designed to trick recipients into divulging financial data such as 
usernames and passwords. Technical-subterfuge schemes plant 
crime ware onto PCs to steal credentials directly, often using 
systems to intercept consumers online account user names and 
passwords- and to corrupt local navigational infrastructures to 
misdirect consumers to counterfeit websites [1].

II. Literature Review
Phishing trends over the past year indicate that a large number of 
financial institutions are the major target of phishers. According to 
the Gartner report [2] determines 3,985 individuals in September 
2008 for Phishing trends. The percentage of Phishing victims is 
higher than ever. 5 million Internet users in the United States 
were victims in 2008. This is an increase of 40 percent over 2007. 
According to the survey, 4.3 percent of people who received 
Phishing emails lost money from the attack (compared to 3 
percent in 2005). Yue Zhang et. al [7] in this paper, presents the 
design, implementation, and evaluation of   CANTINA, a novel, 
content-based approach to detecting phishing web sites, based 
on the TF-IDF information retrieval algorithm. TF-IDF yields a 

weight that measures how important a word is to a document in 
a corpus. Roughly speaking, the IDF measures how common a 
term is across an entire collection of documents. 
Maher Aburrous [4] proposed an intelligent resilient and effective 
model that is based on using association and classification Data 
Mining algorithms. These algorithms were used to characterize 
and identify all the factors and rules in order to classify the phishing 
website and the relationship that correlate them with each other. 
Neil Chou et. al.[5] discuss some aspects of common attacks and 
propose a framework for client-side defense: a browser plug-in 
that examines web pages and warns the user when requests for 
data may be part of a spoof attack. Spoof guard uses heuristic 
approach to judge whether a page has phishing characteristics. 
But it often produces false positives. T.Sharif [6] examines the 
phishing filter in IE7 is a toolbar approach with more features such 
as blocking the user’s activity with a detected phishing site. Google 
Safe Browsing, analogous to IE 7, uses blacklists of phishing 
URLs to identify phishing sites. The disadvantage of the approach 
is that nonblack listed phishing sites are not recognized.

III. Methodology
The proposed technique aims to employ a detection system which 
is able to detect phishing websites using URL parameters and 
page style parameters. The detection system is able to detect 
phishing sites. Mainly technique uses three databases as shown 
in the following Table 2.

Table 2:
Database  Name Purpose/Detail

Blacklist Table It contains the list of phishing websites. 
The blacklist table is created dynamically.

Main Table
It stores the criteria or parameters 
which are helpful for detecting phishing 
websites.

Temp Table This table stores the criteria name and 
counter value.

This approach firstly scans the blacklist database and inspects the 
URL. It generates warning dialogues, if a website is suspected 
as phishing. If visiting website is not listed in the blacklist then 
the system automatically examines the website address by using 
URL and page style parameters of temp table and if it is phishing 
then that website is automatically added to the blacklist database 
otherwise the system examines a site by applying parameters from 
main table. Firstly temp table parameters are applied on the web 
site address to examine whether the site is phishing or real. If it 
is detected phishing by any parameter of temp table then counter 
value of the particular parameter is incremented and warns the 
user for phishing site. If the website is not detected phishing with 
parameters listing in the temp table then main table’s parameters 
are applied on the address of a web site and specific reason is store 
in the temp table. If temp table has not an enough space then least 
recently algorithm is used. This algorithm replaces with a reason 
which has the least counter value.   In such a way system builds 
blacklist dynamically and improves time by reducing number of 
accesses from a database.
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A. Phishing Parameters
The various parameters which are used to detect the phishing 
websites are given in Table 2. 

Table 2:

Phishing Parameters Phishing Parameters

URL Parameters

Using @ symbol

Using IP address
Abnormal URL 
Wrong Prefix
Dots in URL

Page Style  Parameters

Logos

Popup Windows
HTTPs
Absence of Padlock Icon

B. Flowchart
The flowchart of a proposed technique is given below in fig. 
1. It shows the process for the working of phishing detection 
system.

                   

Fig. 1: Detection Process

C. Algorithm
The proposed technique tries to detect phishing websites and 
generate blacklist databases dynamically. The intended technique 
works given as follows:-

The system accepts the website address submitted by end 1. 
user.

The intended system checks blacklist database. It generates 2. 
warning dialogue if a web site name is suspected as 
phishing.
If website name is not listed in the blacklist database then the 3. 
system considers URL features as shown in table 1 to evaluate 
the website whether it is phishing or legitimate web site.
Firstly temp database URL and page style Parameters are • 
applied for detecting phishing web sites. Temp database 
contains most frequently phishing parameters. Temp database 
stores maximum five parameters. 
If site is not detected phishing through temp database • 
parameters then main database parameters are used to 
evaluate the website.
That parameter through which phishing website is detected • 
will store in temp database. The system Checks whether the 
temp database is empty If temp database is empty then “Adds 
the phishing parameter and Increments it counter value” Else                  
Replace the Parameter by using the LRU algorithm. LRU 
algorithm replaces the Parameter which has least counter 
Value with the current parameter.
The website name is automatically store in blacklist • 
database.

IV. Conclusion and Future Work
This paper presents a novel approach for identifying the phishing 
websites by improving time with minimizing the number of accesses 
in a table and generates blacklist and main table dynamically. This 
technique uses URL and page style and content features to prove 
whether the site is phishing or legitimate. The approach firstly 
examines the blacklist database and inspects the URL. If URL 
is suspected as phishing then approach notifies the user it is a 
phishing site. If site is not detected phishing through the URL 
parameters then it is passes through the page style and content 
features.  The proposed algorithm will be implementing as a 
software tool in future.

References
[1] Anti-Phishing Working Group (2010),"Phishing Activity 

Trends Report for the Month of January", [Online] Available: 
http://www.antiphishing.org/reports/apwg_report_Q1_2010.
pdf,2010.

[2] I A. Litan, (2009),“The War on Phishing Is 16far From 
Over”, [Online] Available: http://www.gartner.com/it/page.
jsp?id=936913 

[3] L. James,“Phishing Exposed, Tech Target Article by: Sunbelt 
software", [Online] Available: http://www.searchexchange.
com.

[4] Maher Aburrous, M. A. Hossain, Keshav Dahal,"Associative 
Classification Techniques for predicting e-Banking Phishing 
Websites", Multimedia Computing and Information 
Technology, 2010.

[5] Neil Chou Robert Ledesma Yuka Teraguchi Dan Boneh John 
C. Mitchell, Client-side defense against web-based identity 
theft, In proc. NDSS 2004, 2004.

[6] T.Sharif (2006),“Phishing Filter in IE7", Second symposium 
on Usable privacy and security, [Online] Available: http://
www.blogs,msdn.com/ie/archive/2005 /09/09/463204, 
aspx

[7] Yue Zhang, Jason Hong, Lorrie Cranor,"CANTINA: A 
Content-Based Approach to Detecting Phishing Web Sites", 
WWW ’07 proceedings of the 16th international conference 
on world wide Web ACM New York, 2007.


