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Abstract
In this paper an overview of the problem of information security 
on internet has been made. Various hacking techniques have been 
elaborated and the impact of hacking on internet infrastructure 
has been discussed. The DNS hacking attacks, Routing table 
poisoning attacks, Packet mistreatment attacks & DoS attacks have 
been highlighted. The various technologies used for information 
security have been studied and a novel biometric approach used 
for combating terrorism has been proposed. A review of the digital 
signatures based on PKI technology has been made. A review of 
Information Technology Act 2000 and various sections of the act 
related to digital signatures, their legal meanings, digital signature 
certificates, issue/suspension/revocation of digital signature 
certificate and various certifying authorities for Information 
Technology rules have been reviewed.
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I. Introduction
A number of technical solutions or approaches that aim to enhance 
privacy and provide a secure medium for data transfer in a 
manner that protect the confidentiality and integrity of personal 
information, and hence reducing identity theft in cyberspace. 

II. Technical Approaches
ICTs are a double-edged sword that, despite being used to commit 
online identity theft, could act as risk minimizing or mitigating 
factors to enhance privacy and secure the confidentiality and 
secrecy of personal identifying information. 

III. Utilizing State-of-the-Art Technology for Information 
Security
One of the primary functions of any security system is the control 
of people into or out of protected areas, such as physical buildings, 
information systems, and our national border. People are identified 
by three basic means: by something they know, something they 
have, or something they are. People and systems regularly use 
these means to identify people in everyday life. For example, 
members of a community routinely recognize one another by 
how they look or how their voices sound-by something they are. 
Automated teller machines (ATM) recognize customers from 
their presentation of a bank card-something they have-and their 
entering a personal identification number (PIN)-something they 
know. Using keys to enter a locked building is another example 
of using something you have. More secure systems may combine 
two or more of these approaches. 
As previously mentioned, the sharp and rough edges of technology 
should be mitigated and ICTs should be harnessed to combat 
the ills of modern technology. ICT applications are in a constant 
state of flux and advancement in the field is progressing at an 
accelerated pace that is difficult to trace. On such a basis, it is always 
advisable to upgrade and implement top-notch latest technologies 
to safeguard privacy and personal identifying information against 
identity theft and cyber crime. 
The current state of affairs reveal that top high-tech technologies 

utilized for security purposes include: biometric applications, 
tokens, padded cells, cryptography and digital signature 
technologies etc. 

IV. Biometric Security Solutions 
Biometric technologies are available today that can be used in 
security systems to help protect assets. Biometric technologies 
vary in complexity, capabilities, and performance and can be 
used to verify or establish a person’s identity. Leading biometric 
technologies include facial recognition, fingerprint recognition, 
hand geometry, iris recognition, retina recognition, signature 
recognition, and speaker recognition. Biometric technologies have 
been used in federal applications such as access control, criminal 
identification, and border security. 

V. Biometric Technologies for Personal Identification 
When used for personal identification, biometric technologies 
measure and analyze human physiological and behavioral 
characteristics. Identifying a person’s physiological characteristics 
is based on direct measurement of a part of the body  fingertips, 
hand geometry, facial geometry, and eye retinas and irises. The 
corresponding biometric technologies are fingerprint recognition, 
hand geometry, and facial, retina, and iris recognition. Identifying 
behavioral characteristics is based on data derived from actions, 
such as speech and signature, the corresponding biometrics being 
speaker recognition and signature recognition. Biometrics can 
theoretically be very effective personal identifiers because the 
characteristics they measure are thought to be distinct to each 
person. Unlike conventional identification methods that use 
something you have, such as an identification card to gain access 
to a building, or something you know, such as a password to 
log on to a computer system, these characteristics are integral to 
something you are. Because they are tightly bound to an individual, 
they are more reliable, cannot be forgotten, and are less easily 
lost, stolen, or guessed. 

VI. How Biometric Technologies Work?
Biometric technologies vary in complexity, capabilities, 
and performance, but all share several elements. Biometric 
identification systems are essentially pattern recognition systems. 
They use acquisition devices such as cameras and scanning devices 
to capture images, recordings, or measurements of an individual’s 
characteristics and computer hardware and software to extract, 
encode, store, and compare these characteristics. Because the 
process is automated, biometric decision-making is generally 
very fast, in most cases taking only a few seconds in real time. 
Depending on the application, biometric systems can be used 
in one of two modes: verification or identification. Verification-
also called authentication-is used to verify a person’s identity-
that is, to authenticate that individuals are who they say they 
are. Identification is used to establish a person’s identity-that is, 
to determine who a person is. Although biometric technologies 
measure different characteristics in substantially different ways, 
all biometric systems involve similar processes that can be 
divided into two distinct stages: enrollment and verification or 
identification. 
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VII. Enrollment 
In enrollment, a biometric system is trained to identify a specific 
person. The person first provides an identifier, such as an 
identity card. The biometric is linked to the identity specified 
on the identification document. He or she then presents the 
biometric (e.g., fingertips, hand, or iris) to an acquisition device. 
The distinctive features are located and one or more samples 
are extracted, encoded, and stored as a reference template for 
future comparisons. Depending on the technology, the biometric 
sample may be collected as an image, a recording, or a record of 
related dynamic measurements. How biometric systems extract 
features and encode and store information in the template is based 
on the system vendor’s proprietary algorithms. Template size 
varies depending on the vendor and the technology. Templates 
can be stored remotely in a central database or within a biometric 
reader device itself; their small size also allows for storage on 
smart cards or tokens. Minute changes in positioning, distance, 
pressure, environment, and other factors influence the generation 
of a template, making each template likely to be unique, each time 
an individual’s biometric data are captured and a new template is 
generated. Consequently, depending on the biometric system, a 
person may need to present biometric data several times in order 
to enroll. Either the reference template may then represent an 
amalgam of the captured data or several enrollment templates may 
be stored. The quality of the template or templates is critical in the 
overall success of the biometric application. Because biometric 
features can change over time, people may have to reenroll to 
update their reference template. Some technologies can update the 
reference template during matching operations. The enrollment 
process also depends on the quality of the identifier the enrollee 
presents. The reference template is linked to the identity specified 
on the identification document. If the identification document does 
not specify the individual’s true identity, the reference template 
will be linked to a false identity. 

VIII. Verification 
In verification systems, the step after enrollment is to verify that a 
person is who he or she claims to be (i.e., the person who enrolled). 
After the individual provides whatever identifier he or she enrolled 
with, the biometric is presented, which the biometric system 
captures, generating a trial template that is based on the vendor’s 
algorithm. The system then compares the trial biometric template 
with this person’s reference template, which was stored in the 
system during enrollment, to determine whether the individual’s 
trial and stored templates match (See fig. 1).

Fig. 1: The Biometric Verification Process

Verification is often referred to as 1:1 (one-to-one) matching. 
Verification systems can contain databases ranging from dozens 
to millions of enrolled templates but are always predicated on 
matching an individual’s presented biometric against his or her 
reference template. Nearly all verification systems can render a 
match-no-match decision in less than a second. A system that 
requires employees to authenticate their claimed identities before 
granting them access to secure buildings or to computers is a 
verification application. 

IX. Identification 
In identification systems, the step after enrollment is to identify 
who the person is. Unlike verification systems, no identifier need 
be provided. To find a match, instead of locating and comparing the 
person’s reference template against his or her presented biometric, 
the trial template is compared against the stored reference templates 
of all individuals enrolled in the system. Identification systems are 
referred to as l:N (one-to-N, or one-to-many) matching because 
an individual’s biometric is compared against multiple biometric 
templates in the system’s database. 
There are two types of identification systems: positive and negative. 
Positive identification systems are designed to ensure that an 
individual’s biometric is enrolled in the database. The anticipated 
result of a search is a match. A typical positive identification 
system controls access to a secure building or secure computer by 
checking anyone who seeks access against a database of enrolled 
employees. The goal is to determine whether a person seeking 
access can be identified as having been enrolled in the system. 
Negative identification systems are designed to ensure that a 
person’s biometric information is not present in a database. The 
anticipated result of a search is a non match. Comparing a person’s 
biometric information against a database of all who are registered 
in a public benefits program, for example, can ensure that this 
person is not “double dipping” by using fraudulent documentation 
to register under multiple identities. 
Another type of negative identification system is a surveillance 
system that uses a watch list. Such systems are designed to identify 
people on the watch list and alert authorities for appropriate action. 
For all other people, the system is to check that they are not on 
the watch list and allow them normal passage. The people whose 
biometrics are in the database in these systems may not have 
provided them voluntarily. For instance, for a surveillance system, 
the biometrics may be faces captured from mug shots provided 
by a law enforcement agency. 
No match is ever perfect in either a verification or an identification 
system, because every time a biometric is captured, the template is 
likely to be unique. Therefore, biometric systems can be configured 
to make a match or no-match decision, based on a predefined 
number, referred to as a threshold that establishes the acceptable 
degree of similarity between the trial template and the enrolled 
reference template. After the comparison, a score representing the 
degree of similarity is generated, and this score is compared to the 
threshold to make a match or no-match decision. Depending on 
the setting of the threshold in identification systems, sometimes 
several reference templates can be considered matches to the 
trial template, with the better scores corresponding to better 
matches. 

X. Biometric Technologies/Devices 
Biometrics is the study of measurable biological characteristics. In 
computer security, biometrics refers to authentication techniques 
that rely on measurable physical characteristics that can be 
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automatically checked. An overview of biometric technologies 
that are currently available and describe some of the current uses 
of these technologies: 

Face Recognition• 
Fingerprint Recognition• 
Hand Geometry• 
Iris Recognition• 
Retina Recognition• 
Signature Recognition• 
Voice Recognition• 
Vein Recognition• 
DNA Fingerprint• 
Deep Tissue Illumination• 
Keystroke Pattern• 

XI. Face Recognition
Facial recognition technology identifies people by analyzing 
features of the face not easily altered-the upper outlines of the 
eye sockets, the areas around the cheekbones, and the sides of the 
mouth. The technology is typically used to compare a live facial 
scan to a stored template, but it can also be used in comparing 
static images such as digitized passport photographs. Facial 
recognition can be used in both verification and identification 
systems. In addition, because facial images can be captured from 
video cameras, facial recognition is the only biometric that can 
be used for surveillance purposes. 

XII. Fingerprint Recognition 
Fingerprint recognition is one of the best known and most widely 
used biometric technologies. Automated systems have been 
commercially available since the early 1970s, and at the time of our 
study, we found there were more than 75 fingerprint recognition 
technology companies. Until recently, fingerprint recognition 
was used primarily in law enforcement applications. Fingerprint 
recognition technology extracts features from impressions made 
by the distinct ridges on the fingertips. The fingerprints can be 
either flat or rolled. A flat print captures only an impression of the 
central area between the fingertip and the first knuckle; a rolled 
print captures ridges on both sides of the finger. 
An image of the fingerprint is captured by a scanner, enhanced, 
and converted into a template. Scanner technologies can be optical, 
silicon, or ultrasound technologies. Ultrasound, while potentially 
the most accurate, has not been demonstrated in widespread use. 
Last year, we found that optical scanners were the most commonly 
used. During enhancement, “noise” caused by such things as dirt, 
cuts, scars, and creases or dry, wet or worn fingerprints is reduced, 
and the definition of the ridges is enhanced. Approximately 80 
percent of vendors base their algorithms on the extraction of 
minutiae points relating to breaks in the ridges of the fingertips. 
Other algorithms are based on extracting ridge patterns. 

XIII. Hand Geometry 
Hand geometry systems have been in use for almost 30 years 
for access control to facilities ranging from nuclear power 
plants to day care centers. Hand geometry technology takes 96 
measurements of the hand, including the width, height, and length 
of the fingers; distances between joints; and shapes of the knuckles. 
Hand geometry systems use an optical camera and light-emitting 
diodes with mirrors and reflectors to capture two orthogonal two-
dimensional images of the back and sides of the hand. Although 
the basic shape of an individual’s hand remains relatively stable 
over his or her lifetime, natural and environmental factors can 

cause slight changes. 

XIV. Iris Recognition 
Iris recognition technology is based on the distinctly colored ring 
surrounding the pupil of the eye. Made from elastic connective 
tissue, the iris is a very rich source of biometric data, having 
approximately 266 distinctive characteristics. These include 
the trabecular meshwork, a tissue that gives the appearance of 
dividing the iris radially, with striations, rings, furrows, a corona, 
and freckles. Iris recognition technology uses about 173 of these 
distinctive characteristics. Formed during the 8th month of 
gestation, these characteristics reportedly remain stable throughout 
a person’s lifetime, except in cases of injury. Iris recognition can 
be used in both verification and identification systems. 
Iris recognition systems use a small, high-quality camera to capture 
a black and white, high-resolution image of the iris. The systems 
then define the boundaries of the iris, establish a coordinate system 
over the iris, and define the zones for analysis within the coordinate 
system. 

XV. Retina Recognition 
Retina recognition technology captures and analyzes the patterns 
of blood vessels on the thin nerve on the back of the eyeball that 
processes light entering through the pupil. Retinal patterns are 
highly distinctive traits. Every eye has its own totally unique 
pattern of blood vessels; even the eyes of identical twins are distinct. 
Although each pattern normally remains stable over a person’s 
lifetime, it can be affected by disease such as glaucoma, diabetes, 
high blood pressure, and autoimmune deficiency syndrome. 
The fact that the retina is small, internal, and difficult to measure 
makes capturing its image more difficult than most biometric 
technologies. An individual must position the eye very close to 
the lens of the retina-scan device, gaze directly into the lens, 
and remain perfectly still while focusing on a revolving light 
while a small camera scans the retina through the pupil. Any 
movement can interfere with the process and can require restarting. 
Enrollment can easily take more than a minute. 

XVI. Signature Recognition 
Signature recognition authenticates identity by measuring 
handwritten signatures. The signature is treated as a series of 
movements that contain unique biometric data, such as personal 
rhythm, acceleration, and pressure flow. Unlike electronic signature 
capture, which treats the signature as a graphic image, signature 
recognition technology measures how the signature is signed. 
In a signature recognition system, a person signs his or her name 
on a digitized graphics tablet or personal digital assistant. The 
system analyzes signature dynamics such as speed, relative speed, 
stroke order, stroke count, and pressure. The technology can also 
track each person’s natural signature fluctuations over time. The 
signature dynamics information is encrypted and compressed 
into a template. 

XVII. Voice Recognition 
Differences in how different people’s voices sound result from 
a combination of physiological differences in the shape of vocal 
tracts and learned speaking habits. Speaker recognition technology 
uses these differences to discriminate between speakers. During 
enrollment, speaker recognition systems capture samples of a 
person’s speech by having him or her speak some predetermined 
information into a microphone a number of times. This information, 
known as a pass phrase, can be a piece of information such as 
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a name, birth month, birth city, or favorite color or a sequence 
of numbers. Text independent systems are also available that 
recognize a speaker without using a predefined phrase. This phrase 
is converted from analog to digital format, and the distinctive vocal 
characteristics, such as pitch, cadence, and tone, are extracted, 
and a speaker model is established. A template is then generated 
and stored for future comparisons. 
Speaker recognition can be used to verify a person’s claimed 
identity or to identify a particular person. It is often used where 
voice is the only available biometric identifier, such as telephone 
and call centers. 

XVIII. Vein Recognition 
The analysis of pattern of veins in the back if the hand and the 
wrist. 

XIX. DNA Fingerprint 
This method works by taking a tissue sample from an individual 
and then sequencing and comparing short segments of DNA. The 
disadvantages of the technique are in its overall invasiveness and 
the speed at which samples can be processed. Due to the nature 
of the process itself, there is an extremely low false acceptance 
rate but an uncertain false rejection rate. 

XX. Deep Tissue Illumination 
A relatively new technique (Nixon, 2003) that involves illumination 
of human tissue by specific lighting conditions and the detection 
of deep tissue patterns based on light reflection. The technique is 
claimed to have less susceptibility for spoofing than other forms 
of biometric techniques as it is harder to simulate the process of 
light reflection. 

XXI. Keystroke Pattern 
Technique works by detecting patterns of typing on a keyboard 
by an individual against patterns previously enrolled. Keystroke 
biometrics have been used to “harden” password entry - to provide 
greater assurance that a password was typed by the same individual 
that enrolled it, by comparing the pace at which it was typed. 
A Biometrics Approach in Combating Terrorism (A Proposed 
Case) 
In last couple of years many security systems have been failed 
completely by terrorists. As we have faced the attacks of September 
11th, 2001 and Khandhar plain hijack, we must rededicate our 
efforts to prevent any such terrorist attacks in the future. No 
doubt terrorism can never be completely eliminated, but we can 
improve our security system to counter it. Biometric applications 
are promising and safer to improve such security issue. 
Biometric refers to identifying an individual based on his/her 
physiological or behavioral characteristics. It is more reliable and 
more capable than knowledge based and token based technique 
in differentiating between an authorized person and a fraudulent 
imposter because physiological or behavioral characteristics 
are unique to every person. Also the person to be identified is 
required to be physically present at the point of identification. 
Biometrics provides solutions for the security requirement of 
our electronically interconnected information society and has the 
potential to become the dominant automatic personal identification 
in near future. Fingerprints, faces, voice and handwritten 
signatures are all example of characteristics that have been used 
to identify individuals in this way. A biometric system provides 
automatic identification of a person by converting the biometric 
v.i.z. a fingerprint, e.g. into digital form later than comparing it 

against a computerized database. So this technology can be used 
to improve security and thereby help safeguard our communities 
against further terrorist attacks. 
It can be proposed in transportation e.g. Railway Stations, Bus 
Stand, Metro Rails & Airport, Main is issue is airport. The sensitive 
areas of the nations particularly airport facilities need to be 
safeguard so that only authorized individual must have access to 
them. By using biometrics, only those who have authorized access 
to sensitive areas of airport facilities must be identified. Access 
control to sensitive facilities can be improved by using biometrics-
based identifications for example, instead of flashing a badge, an 
airline worker with a need to access sensitive areas of airport could 
be required to present a biometrics, say his face or fingerprint. 
The fingerprint device captures the person’s fingerprint, convert 
it to a template, or computer readable representation, and search 
a database containing the templates of authorized personnel for 
a match. Only a match confirms for access the sensitive areas of 
airport. 
Identifying known or suspected terrorist presents a greater 
challenge. The Fingerprints and other biometric systems could be 
used to identify individuals. The main issue is to make a database 
on the basis of fingerprints or iris scans of suspected terrorists is 
to compare an unknown individual. 
This problem may be overcome by facial recognition biometric 
systems. Facial recognition system will allow the identification of 
a suspected or known have is a photograph. This technology is still 
very challengeable. Unless a photograph is captured under very 
controlled conditions, the system may have difficulty in identifying 
the individuals or even detecting his/her face in the photograph. So 
it is not fully mature. Recent test of these technology indicate that 
the current capabilities of facial recognition system are limited, for 
example Professor Takeo Kanade of Carregic-Mellon University is 
skeptical of the systems reliability in a “A typical airport situation”, 
Dr. Wayman has stressed that there is a great deal of room for 
improvement in both the algorithms used to match and in database 
of file image.
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