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Abstract
In this we discussed the various Phishing attacks with context 
to the Indian case study. The various techniques for preventing 
Phishing attcks are addressed in this paper. Phishing is a method 
that exploits people’s sympathy in the form of aid -seeking e-mails; 
the e-mail act as bait. These e-mails usually request their readers to 
visit a link that seemingly links to some charitable organization’s 
website; but in truth links the readers to a website that will install a 
Trojan program into the reader’s computer. Therefore, users should 
not forward unauthenticated charity mails, or click on unfamiliar 
links in an e-mail. Sometimes, the link could be a very familiar 
link or an often frequented website, but still, it would be safer if 
you’d type in the address yourself so as to avoid being linked to 
a fraudulent website.
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I. Introduction
The word phishing comes from the analogy that Internet scammers 
are using e mail lures to fish for passwords and financial data from 
the sea of Internet users. The term was coined in 1996 by hackers 
who were stealing AOL Internet accounts by scamming passwords 
from unsuspecting AOL users. Since hackers have a tendency to 
replacing “f’” with “ph” the term phishing was derived.
Phishing is a method that exploits people’s sympathy in the form 
of aid -seeking e-mails; the e-mail act as bait. These e-mails usually 
request their readers to visit a link that seemingly links to some 
charitable organization’s website; but in truth links the readers 
to a website that will install a Trojan program into the reader’s 
computer. Therefore, users should not forward unauthenticated 
charity mails, or click on unfamiliar links in an e-mail. Sometimes, 
the link could be a very familiar link or an often frequented 
website, but still, it would be safer if you’d type in the address 
yourself so as to avoid being linked to a fraudulent website. Phisher 
deludes people by using similar e-mails mailed by well-known 
enterprises or banks; these e-mails often asks users to provide 
personal information, or result in losing their personal rights; 
they usually contain a counterfeit URL which links to a website 
where the users can fill in the required information. People are 
often trapped by phishing due to inattention. 

II. Phishing Techniques 
Phishing techniques can be divided into different categories, some 
of which are elaborated below:- 

A. Link Manipulation 
Most methods of phishing use some form of technical deception 
designed to make a link in an email (and the spoofed website it 
leads to) appear to belong to the spoofed organization. Misspelled 
URLs or the use of sub domains are common tricks used by 
phishers, such as this example URL, http://www.yourbank.com.
example.com/. Another common trick is to make the anchor text 
for a link appear to be valid, when the link actually goes to the 
phishers’ site. 

An old method of spoofing used links containing the ‘@’ symbol, 
originally intended as a way to include a username and password 
(contrary to the standard). For example, the link http://www.google.
com@members.tripod.com/might deceives a casual observer into 
believing that it will open a page on www.google.com. whereas 
it actually directs the browser to a page on members.tripod.com, 
using a username of www.google.com: the page opens normally, 
regardless of the username supplied. Such URLs were disabled in 
Internet Explorer, while the Mozilla and Opera web browsers opted 
to present a warning message and give the option of continuing 
to the site or canceling. 
A further problem with URLs has been found in the handling of 
Internationalized Domain Names (lDN) in web browsers, that 
might allow visually identical web addresses to lead to different, 
possibly malicious, websites. Despite the publicity surrounding 
the flaw, known as IDN spoofing or a homograph attack, no known 
phishing attacks have yet taken advantage of it. Phishers have 
taken advantage of a similar risk, using open URL redirectors on 
the websites of trusted organizations to disguise malicious URLs 
with a trusted domain. 

B. Filter Evasion 
Phishers have used images instead of text to make it harder for 
anti-phishing filters to detect text commonly used in phishing 
emails. 

C. Website Forgery 
Once the victim visits the website the deception is not over. Some 
phishing scams use JavaScript commands in order to alter the 
address bar. This is done either by placing a picture of a legitimate 
URL over the address bar or by closing the original address bar 
and opening a new one with the legitimate URL. 
An attacker can even use flaws in a trusted website’s own scripts 
against the victim. These types of attacks (known as cross-site 
scripting) are particularly problematic, because they direct the 
user to sign in at their bank or service’s own web page, where 
everything from the web address to the security certificates appears 
correct. In reality, the link to the website is crafted to carry out 
the attack, although it is very difficult to spot without specialist 
knowledge. Just such a flaw was used in 2006 against Pay Pal. 
A Universal Man-in-the-middle Phishing Kit, discovered by RSA 
Security, provides a simple-to-use interface that allows a phisher 
to convincingly reproduce websites and capture log-in details 
entered at the fake site. 

D. Phone Phishing 
Not all phishing attacks require a fake website. Messages that 
claimed to be from a bank told users to dial a phone number 
regarding problems with their bank accounts. Once the phone 
number (owned by the phisher, and provided by a voice over 
IP service) was dialed, prompts told users to enter their account 
numbers and PIN. Voice phishing sometimes uses fake caller-
ID data to give the appearance that calls come from a trusted 
organization. 
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E. Phishing Examples - A Real Attack 
Let us look at a real phishing attack first. APWG archives examples 
of phishing attacks. One example describes a recent attack against 
the eBay customers, reported on March 9, 2004 [APWG 2004-
03-09]. eBay Inc. is the world’s online market for Internet users 
to sell and buy or auction and bid their items. The victim first 
received an email that informed her that her account information 
stored in eBay database was invalid and she should click the 
embedded link in the email to an eBay web page to update her 
account information. The link led the victim to a faked eBay web 
page that asked her for her credit card, contact information, SSN, 
and eBay account information. Fig. 1 shows the phishing strategy, 
which contains two steps: 
In the first step, a phishing email, as shown in fig. 2, looked like a 
legitimate email from eBay. The sender (From:S-Harbor@eBay.
com) had the domain name as ebay.com, which is the legitimate 
domain for eBay Inc, registered ten years ago in California, USA. 
The email subject and content presented a convincing request that 
asked users to provide information in order to reactivate their 
eBay account. The embedded link, visible as https://cgi1.ebay.
com/awcgi/ebayISAPIdll? looked legitimate too. It used SSL as 
an encrypted communication channel and the visible URL was 
from eBay web site. Based on the presentation the user formed 
a mental model that an eBay notification asked her to update her 
account at the eBay web site. The user then performed an action by 
clicking the embedded link, which she thought to direct her to the 
eBay web site. The user’s action was then translated to a system 
operation of retrieving a web page of http://210.93.131.250/my/
index.htm from the server with the IP address of 210.93.131.250, a 
server from a communication company registered in Seoul, South 
Korea. This company has no relationship with eBay Inc. 
In the second step, the phishing web page, as shown in fig. 3, 
looked like a legitimate eBay web page. The web page contains 
an eBay logo. The content and layout matches the format of the 
pages from the eBay web site. The input labels tell users what 
data they need to provide. Based on the presentation, the user 
formed a mental model that she was at the eBay web site and she 
need to provide the information about her credit card, contact 
information, SSN and her eBay account. The user then performed 
the actions by typing her personal and financial data and clicking 
the submit button. The user’s action was again translated to a 
system operation of transferring a string of bits, which encoded the 
user’s personal and financial data, to a server with the IP address 
of 210.93.131.250, but not a legitimate eBay server. 

Fig. 1: A Real Phishing Attack

 
Fig. 2: Screenshot of the Phishing Email (Source: APWG)

Fig. 3: Screenshot of the Phishing Web Page (Source: APWG)

F. Phishing in India 
In India there have been several cases of attacks on genuine 
websites. Financial institutions are the main targets of phishers, 
particularly, private banks. The major incidents are reported 
about ICICI, HDFC, UTI, and State Bank of India. Many elderly 
customers who have just begun using online facilities of the 
financial institutions are falling prey to phishers. The messages 
send to customers are similar to as one given in the following 
which was sent to ICICI customers. 
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“The mail reads that the ICICI bank is upgrading to a new SSL 
Server to insulate customers against online Identity Theft and 
other criminal activities. Users are told to confirm their personal 
banking information following the link given in the mail. It also 
warns that if the user does not complete the form, the online bank 
account will be suspended till further notification. 
As mentioned in the beginning phishing incidents are increasing 
around the world in all aspect. May it be number of phishing 
e-mail reported, number of phishing hosting sites, amount lost in 
phishing attacks etc. The analysis of these parameters of phishing 
with respect to India is presented in the following. These facts are 
about for the year 2005 to 2007. 
It is evident from the data presented in Table 1 and 2 that India had 
figured six times/months among top 10 phishing hosting countries 
in the 25 months that is from January, 2005 to January, 2007. 
However percentage contribution is not very high in comparison 
to leaders USA and China in this domain. In addition specific 
researches are available with respect to phishing attacks on Indian 
financial institutions. Kaur pointed out that over 1,000 cases of 
phishing are reported in three months-from Dec ‘04 to March ‘05 
in spite of RBI guidelines on Internet banking which enforces the 
adoption of internationally accepted state-of-the-art minimum 
technology standards for access control, encryption/decryption 
(minimum key length), firewalls, verification of digital signature, 
and Public Key Infrastructure (PKI). There are lots of investments 
by banks in security domain. According to the 2005 DQ-IDC Mega 
Spenders survey, Punjab National Bank topped the investment 
list. Its web servers are provided with Digital Certificates and are 
SSL enabled. Customers are forced to change the passwords at 
periodic intervals and a virtual keyboard feature has been provided 
for Internet Banking login, whereby the customer uses mouse 
clicks instead of typing using the keyboard. This minimizes the 
risk of keyboard grabbing but still many phishing are reported. 
‘2005 India Web@work’, a survey conducted by Web-sense Inc 
revealed that 32% of employees in India admitted to have given out 
their confidential data such as credit card numbers and corporate 
network passwords as a result of phishing attacks and 62% of 

IT managers believe that a security breach would put their jobs 
at risk. 
Banking sources indicate that besides SBI, three other international 
banks have informed Computer Emergency Response Team- India 
(CERT-In) about attempts at phishing during 2006. CERT-In 
reported that phishing incidents in 2006 were 180 per cent higher 
than 2005, and that trend has carried through into 2007 and it 
has reports that 335 sites were targeted in 2006. Incidentally, 
256 out of 335 were from the e commerce segment. Interestingly, 
CERT-In said it has recorded more consistent phishing incidents 
in the second half of 2006. The agency said there were close to 30 
incidents recorded every month between July to October, 2006, 62 
percent of which involved phishing (against 25 per cent in 2005) 
and 32 percent of which involved network scanning (against 30 
percent in 2005). 
Kumar pointed out that it has been six months since the phishing 
attack on ICICI bank customers became public, and during that 
period, two more such attacks were reported on customers of 
financial institutions in India, one of UTI Bank and the other, 
State Bank of India. He had mentioned, considering that ‘phishing’ 
was pretty much unheard of in India a year ago, this frequency is 
something to be concerned about. 
According to statistics presented by Espiner phishing attacks 
have outnumbered e-mails infected with viruses and Trojan 
horse programs during January 2007. Survey conducted between 
January and March 2007 by Web sense, Inc., reveals that 57% of 
the Indian enterprises have received phishing lures during the last 
one year and over a third of Indian companies (38%) were attacked 
by spyware. This is based on a sample of 450 Indian CIOs. Ghosh 
mentioned that more than 74% of IT managers across India report 
that their employees have received phishing attacks via e-mail and 
about 52% say that their PCs have been infected by phishing. RSA 
Consumer Solutions reported that globally, phishing attacks have 
grown by 41 % in the past 12 months and Phishers could convince 
up to 5% of recipients to respond. Few cases of phishing of major 
three banks (State Bank of India (SBI), ICICI, Unit Trust of India 
(UTI Bank)) of India are given in Table 1. 

Table 1: Popular Phishing Cases in Financial Sector in India
Name of the bank Facts & Description

State Bank of India

Websense® Security Labs™ has received reports of a phishing India, attack that targets customers of State Bank of India. 
This phishing site is hosted in the United States. The content of the e-mail were as “Dear Valued SBI® Netbanking Customer, 
SBI’s Internet Banking, is hereby announcing the New Security Upgrade. We’ve upgraded our new SSL servers to serve 
our customers for a better and secure banking service, against any fraudulent activities. Due to this recent upgrade, you are 
requested to update your account information by following the reference below”. (November, 15, 2006). Banking sources 
indicate that besides SBI, three other international banks have informed CERT-In about attempts at phishing. The Reserve 
Bank of India (RBI) has instructed banks to furnish data on frauds, thefts and burglaries on a quarterly basis to the regional 
offices of the Urban Banks Department.

ICICI Bank

General Statistics: According to Nair (2004) attempts were made by e-crooks for phishing ICICI customer accounts but 
no financial loss was reported. In February 2006 there was a phishing scam where the ICICI bank website was cloned. 
According to Mulherkar (2006) in ICICI phishing scam the link in the email took the user to http://www.iciciibank.net while 
the bank’s official address is http://www.icicibank.com. Based on the analyses of large number of reports at Internet, it can 
be concluded that there are large number of attempts by phishers at ICICI customers but success was very less. On February 
7, 2006, ICICI Bank filed a complaint with Bandra Kurla Complex police station, Mumbai when its customers are asked to 
confirm their account details through an e-mail ID (icici@icicibank.com). When the cyber crime cell began investigating, 
they found that a scamster had managed to get hold of customer details and used it to purchase goods on the Internet. ICICI 
Bank website, this time cloned to www.iciciibank.net (Hossain (2007)).
Phishing Victim Case: Sukhwinder Singh, phishing victim of ICICI Bank lost Rs. 41,000/- to a phishers Harpreet Chauhan 
(Moneycontrol.com)

UTI

UTI Customers from Thane, Delhi, Vishakapatnam, Nasik and Ahmedabad had replied to an e-mail from the bank. The 
damage: 30 customers who lost Rs 20 lakhs (Kasbekar (2007)). un C;’61 bank customers have lost more than one crore of 
their hard earned money, because of fake online website, used by scamasters {Nigerian nationals to withdraw money from 
customer accounts. In January, 2006, phishers, have crafted a URL on geocities that is nearly a version of home page of UTI 
bank and send it to customers via e-mail with intentions to get personal information of more than 100,000 customers of UTI.
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In India, ICICI bank had adopted a dual factor authentication 
practice and remodeled its debt cards which now have 8X2 grid 
of numbers on the back of their debit cards. HDFC bank adopted 
a three pronged approach to tackle phishing. 

Continuous education of customers about online transactions • 
security. 
Setting up a robust incident response process to render attacks • 
harmless. 
Implementing state of art technology solutions to toward • 
phishing attacks.

 
Table 2: Leading Online Hazards in the US 2006 (Frequency of 
Incidence Cost Per Incident and Cost of the Total Damage)
Sr. No. Hazards Frequency Cost per 

incident 
per person

Total      
damages 
countrywide

1 Spam 1 in 2 people
2 Viruses 1 in 4 people $ 109 $ 5.2 billion
3 Spyware 1 in 8 people $ 100 $ 2.6 billion
4 Phishing 1 in 115 

people
$ 850 $ 630 

billion
Source: Consumer report “State of the Net”, August 2006, www.

marketer.com and http://www.user-groups.net/safenet/0608-21_
phishing.html

Table 3: Phishing E-Mail Reports
Number of Reports

Month 2005 2006 2007
January 12845 17877 29930
February 13468 17163 23610
March 12883 18480 24853
April 14411 17490 23656
May 14987 20109
June 15050 26571
July 14135 23670
August 13776 26150
September 13562 22136
October 15820 26877
November 16882 25816
December 15244 23787
Total 175068 268132

Table 4: Top 10 Phishing Site Hosting Countries
2005

Country Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec.
USA 32.00 37.00 34.00 26.30 34.00 35.50 30.00 27.19 31.22 28.75 32.96 34.67
China 13.00 28.00 12.00 22.00 15.00 11.20 10.00 12.15 12.13 9.96 8.04 8.98
Korea 10.0 11.00 9.00 10.00 9.00 10.10 14.00 9.60 10.91 8.40 11.34 9.83
Germany 2.70 2.95 2.99 2.71 3.30 3.20 3.50 3.23 3.16 3.70 3.85 3.78
Australia 2.10 5.00 3.05 3.65
Canada 2.10 2.25 2.97 1.94 2.30 2.80 1.76 2.21 2.97 3.60 2.42 1.85
Japan 3.10 2.46 2.48 2.87 2.60 2.40 3.00 3.65 2.44 3.00 2.23 3.33
UK 2.75 2.91 3.40
Italy 1.30 2.02 1.76 2.22
India 1.70 10.50 2.10
France 2.70 1.74 2.10 3.94 5.60 6.00 4.07 2.31 1.83 1.96
Russia 2.40 1.96
Poland 2.24
Romania 2.20 1.45 2.50 1.72 1.98 1.96 1.96
Venezuela
Brazil 2.70 3.97 2.39 1.60 1.98
Sweden 2.04
Thailand 1.50
Malaysia 2.60
Spain
Argentina
Netherlands 1.50 1.65 2.19
Taiwan
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Table 5: Top 10 Phishing Site Hosting Countries
2005

Country Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec.
USA 36.57 37.48 35.13 26.30 34.10 35.57 29.85 27.88 31.22 28.87 24.20 24.70
China 8.98 18.14 11.93 21.20 15.00 15.00 12.00 14.00 12.00 11.96 15.42 15.24
Korea 7.70 8.58 8.85 7.20 8.17 10.17 13.34 9.59 8.90 8.40 14.88 15.72
Germany 3.75 2.95 3.57 2.80 3.38 3.20 3.32 3.23 3.17 3.70 5.27 4.08

Australia 4.56 3.06 3.64

Canada 2.06 2.29 3.52 1.90 2.37 2.84 1.78 2.22 2.97 3.60 3.06
Japan 2.80 2.47 2.39 2.90 2.65 2.34 3.04 3.66 2.44 3.01 1.74
UK 2.10 2.75 2.04 2.71
Italy 1.40 2.02 1.73 1.52 2.22 1.67
India 1.70 1.66 2.11
France 2.37 1.75 2.20 3.94 5.67 5.58 4.07 2.31 1.83 2.15
Russia 2.46 2.64 1.67

Poland 2.24

Romania 1.62 2.29 1.72 1.98 2.84
Venezuela 1.81
Brazil 3.19 1.97 1.70 1.98 1.43

Sweden 2.04

Thailand 1.59
Malaysia 2.59

Spain 2.13

Argentina 1.75 1.92

Netherlands 1.50 1.65 2.19
Taiwan 2.68

Table 6: List of Top 10 Brands Affected by Phishing During 2003, 2004, 2006 & 2007
2003 2004 2006 2007

Company Nov Dec Jan Feb Oct Nov Dec Jan Feb Mar Apr May
EBay 06 33 51 104 1210 852 1020 1423 796 986 2002 5310
City Bank 06 17 35 58 48 30 120
Pay Pal 04 06 10 42 1493 1043 2223 2693 2511 2227 4556 2934
AOL 04 16 34 10
Fleet Bank 01 02 02 9
Earth Link 02 04 09 8
VISA 01 02 02 8
Barclays 00 01 01 6 321 1733 1334 1972 421 335 227 78
Yahoo 00 01 02 4
Bank one 00 00 00 3
Fifth Third Bank 203 458 834 1302 1182 91
Bank of America 
Corp. 188 161 780 1048 507 536 292 226

Volksbanken 
Raiffeisenbanken 191 117 311 379 208

Wells Fargo 133 399 299 233 97 161 88 41
J.P. Morgan Chase 
& Co. 104 308 153 643 167 161 84 70

HSBC Group 132 149
US Bank 61 209 32
Key Bank 111 28
Regions Bank 150 143

Capital One 91 96

Branch Banking & 
Trust Co. 221 471 131

Wachoria 139 47
National City 183
Poste Italiane 146
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IV. Solutions

A. Social Responses
One strategy for combating phishing is to train people to recognise 
phishing attempts, and to deal with them. Education can be 
promising, especially where training provides direct feedback. 
People can take steps to avoid phishing attempts by slightly 
modifying their browsing habits. When contacted about an 
account needing to be “verified” (or any other topic used by 
phishers), it is a sensible precaution to contact the company from 
which the email apparently originates to check that the email is 
legitimate. Alternatively, the address that the individual knows is 
the company’s genuine website can be typed into the address bar 
of the browser, rather than trusting any hyperlinks in the suspected 
phishing message. 

B. Technical Responses 
Anti-phishing measures have been implemented as features 
embedded in browsers, as extensions or toolbars for browsers, 
and as part of website login procedures. The following are some 
of the main approaches to the problem. 

C. Helping to Identify Legitimate Sites 
Since phishing is based on impersonation, preventing it depend 
on some reliable way to determine a website’s real identity. For 
example, some anti-phishing toolbars display the domain name for 
the visited website. The pet-name extension for Fire-fox lets users 
type in their own labels for websites, so they can later recognize 
when they have returned to the site. If the site is suspect, then the 
software may either warn the user or block the site outright. 

D. Browsers Alerting Users to Fraudulent Websites 
Another popular approach to fighting phishing is to maintain a 
list of known phishing sites and to check websites against the 
list. Microsoft’s IE7 browser, Mozilla Fire-fox 2.0, and Opera 
all contain this type of anti-phishing measure. Fire-fox 2 uses 
Google anti-phishing software. Opera 9.1 uses live blacklists from 
PhishTank and Geo-Trust, as well as live white lists from Geo-
Trust. Some implementations of this approach send the visited 
URLs to a central service to be checked, which has raised concerns 
about privacy. According to a report by Mozilla in late 2006, Fire-
fox 2 was found to be more effective than Internet Explorer 7 at 
detecting fraudulent sites in a study by an independent software 
testing company. 

F. Augmenting Password Logins 
The Bank of America’s website is one of several that ask users 
to select a personal image, and display this user-selected image 
with any forms that request a password. Users of the bank’s online 
services are instructed to enter a password only when they see the 
image they selected. However, a recent study suggests few users 
refrain from entering their password when images are absent. 

G. Monitoring and Takedown 
Several companies offer banks and other organizations likely to 
suffer from phishing scams round-the-clock services to monitor, 
analyze and assist in shutting down phishing websites. Individuals 
can contribute by reporting phishing to both volunteer and industry 
groups such as PhishTank. 
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